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1. Overview

1.1 What this guidance covers

This document provides security protocols and guidance for classifying and handling Budget
information. For the purpose of this guidance, Budget information is defined as all information, data,
and content created or received by the Treasury in the development and delivery of the Government’s
Budget.

This guidance is for people in the Treasury including all employees, contracted and temporary staff
and consultants, who handle Budget information, including:

e Budget Management, Vote teams, Economic Strategy and Productivity, Investment Management
and Asset Performance, Modelling Research and Forecasting, Macroeconomic and Fiscal Policy,
Fiscal Reporting, Capital Markets, Strategic Performance Improvement, Communications and Web
and Publishing.

Annex 1 and 2 provide quick reference guides on how to classify and handle Budget information
correctly.

This guidance is also intended to support engagement Treasury officials may have with external
parties (Ministers’ offices, agencies, other partners and suppliers) about how to handle Budget
information. Annex 3 provides an attestation template, which can be used to ensure external recipients
understand their responsibilities when handling Budget information.

1.2 Why is Budget information security important?

The Treasury provides trusted advice to the Government in the interests of the New Zealand
economy, and it is the responsibility of our people to ensure information and data passing through
their hands is actively managed in line with the sensitivity of that content. This is in compliance with
the Protective Security Requirements (PSR) and the New Zealand Information Security Manual
(NZISM) for the management and protection of classified information.

Strong information security helps the Treasury to:

1. maintain the trust and confidence of the public, stakeholders, and partners
2. reduce the risks of information being lost, damaged, or compromised, and
3. comply with regulation and legislation.

In relation to Budget information, the Treasury has a special role in protecting and securely managing
this through the Budget process. Exposure of Budget information impacts on the Government of the
day, the political process, agencies and the Treasury itself.
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2. How to classify Budget information correctly

2.1 Overview

A security classification specifies how people must protect the information they handle. Security
classifications can be divided into two types of information - policy or privacy information, and national
security information, as discussed in 2.2 below.

There are four key steps in classifying Budget information:

1. Determine whether it is policy and privacy information or national security information. If
national security information follow separate Protective Security Requirements quidelines and
contact the Information Management Team if you need more help **©

2. If policy and privacy information, select between UNCLASSIFIED, IN-CONFIDENCE or BUDGET-
SENSITIVE.

3. Apply classification and set access appropriately.

4. Re-assess classification once information has been made public.

2.2 Determining whether information is policy and privacy information or
national security information

All Budget information should have a security classification. This protective marking specifies the level
of protection the information needs. Budget information will, for the vast majority of time, fall into the
policy and privacy classification category. For further guidance on national security classifications,
please see the Protective Security Requirements guidelines.

In addition, security classifications can have an endorsement marking to warn people that information
has special requirements. The endorsement BUDGET is used to signal the specific nature of the
information and temporary sensitivities ahead of the Budget release.
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2.3 Choosing between BUDGET-SENSITIVE, IN-CONFIDENCE and
UNCLASSIFIED

Most Budget information should either be classified as IN-CONFIDENCE or BUDGET-SENSITIVE.
BUDGET-SENSITIVE

PSR advise that the SENSITIVE security classification should be used when the compromise of
information is likely to damage New Zealand'’s interests or endanger the safety of its citizens.

For instance, where compromise could:
¢ endanger the safety of any person

» seriously damage the economy of New Zealand by prematurely disclosing decisions to change or
continue government economic or financial policies relating to:

exchange rates or the control of overseas exchange transaction

|

banking or credit regulations
— taxation

— the stability, control, and adjustment of prices of goods and services, rents, and other costs and
rates of wages, salaries, and other incomes

— the borrowing of money by the New Zealand Government

the entering into of overseas trade agreements

¢ impede government negotiations (including commercial and industrial negotiations).

Therefore, most of the time, only Budget documents which contain information about decisions on
operating and capital allowances, the government’s borrowing programme, tax packages and/or
negotiations should have a BUDGET-SENSITIVE classification.

IN-CONFIDENCE

PSR advise that the IN-CONFIDENCE classification should be used when the compromise of
information is likely to:

e prejudice the maintenance of law and order

¢ impede the effective conduct of government

e adversely affect the privacy of New Zealand citizens.
For instance, when compromise could prejudice:

citizens' commercial information

* obligations of confidence
e measures for protecting the health and safety of the public
o the substantial economic interest of New Zealand

e measures that prevent or mitigate material loss to members of the public.
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Or when compromise could:

¢ breach constitutional conventions

e impede the effective conduct of public affairs

* breach legal professional privilege

¢ impede the government’s commercial activities

* result in the disclosure or use of official information for improper gain or advantage.

Therefore, most Budget information should be classified as IN-CONFIDENCE. In the majority of
cases this is to recognise that an initiative is still under active consideration

UNCLASSIFIED

The UNCLASSIFIED marking should only be used for documents that do not contribute to Budget

decision-making, or Budget documents that have previously been published.

2.4 Applying security classification and setting security controls
appropriately

For documents:

o for all documents the proper method of displaying the protective marking is in BOLD capitals as
header and footer on each page

¢ the default setting in iManage is IN-CONFIDENCE. To manually change this, when saving a
document click on ‘detail’ and select the appropriate classification in the drop-down security menu.

For emails:
¢ when sending an email select the option from the drop-down pop-up

* when replying to an email that has already been classified, you will not be prompted to select a
classification. Therefore, if you receive an external email that you think has been incorrectly
classified you still need to protect it to the level required for the specified classification. You should
double-check the classification with the originator and ask them to send a reclassified copy if it
needs to be changed.
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2.5 Re-assessing classification once information is public

Given the time-limited nature of Budget material, it is important to re-assess the classification of
material once Budget information has been released — eg, as a pre-announcement, on Budget day, as
a later announcement or as part of the Budget proactive release.

2.6 Why it is important to not over-classify Budget information

While it might be tempting to err on the side of caution and classify all Budget information as
BUDGET-SENSITIVE, there are risks in over-classifying information:

* Protective marking can become devalued or ignored if everything is over-classified.

* Unnecessary administrative arrangements are set up that remain in force for the life
of the document.

* The volume of protectively-marked information may become too large for an agency to protect
adequately.
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3. How to create, handle, share and dispose of Budget
information

The security classification of the Budget information you are handling determines how you should
create, handle, share and dispose of that information.

Annex 2 provides a quick guide for handling SENSITIVE, IN-CONFIDENCE and UNCLASSIFIED
information.

3.1 Creating Budget information

For Budget note-taking and early thinking, you may create information in OneNote, on paper or on
Outlook. However, as soon as this thinking turns into more substantive draft advice, the information
should be moved into iIManage, with the appropriate classification, for active management. This is for
public records purposes.

Once it has been captured in iManage, the early thinking should be disposed of by deleting off
OneNote, moving emails to the trash folder or using the blue secure file bins for any hard copy
information. This is for security purposes.

3.2 Storing and handling Budget information

Budget information should be electronically and physically protected:

* Electronic storage: for security and public records purposes all Budget information regardless of
the security classification (beyond note-taking and early thinking) should be stored on iManage. As
outlined in section 2.4 information will need to be manually changed to BUDGET-SENSITIVE in
iManage. Personal USBs should never be used to store Budget information.

When dealing with any classification of Budget information, you should lock your computer screen
when leaving your desk (use the Windows key + L as a shortcut).

¢ Handling physical Budget information in the office: BUDGET-SENSITIVE and
IN-CONFIDENCE information should be wiped off whiteboards and never left unattended at the
printer. BUDGET-SENSITIVE information should always be locked up in personal lockers or in
credenzas overnight and when not in use. IN-CONFIDENCE Budget information should be locked
up in personal lockers or in credenzas overnight and only be left out when other team members
are around.

* Handling physical and electronic Budget information out of the office: Hard copies of any
Budget information should be carried in a folder, bag or briefcase (not a see-through folder) outside
of the Treasury. Refrain from reading Budget information in public spaces. When you take your
laptop or tablet out of the office, ensure it is completely shut down when not in use. Treasury
devices should be kept under direct supervision when outside the office. If it is not practical to do
so, the device must be powered off and stored as securely as possible.
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3.3 Sharing Budget information

Regardless of the classification, the general rule for sharing Budget information is to limit access to
those with a ‘need-to-know’. You should not give people access to official information because it would
be convenient for them to know, or because of their status, position, rank, or level of authorised
access.

Once this genuine ‘need-to-know’ has been established but before sending the information, you
should consider:

¢ Does the recipient need to receive the entire document? Recommend sharing only relevant sections.

¢ Does the recipient understand the protocol for handling Budget information? Recommend sharing
Protective Security Requirements guidelines.

¢ |s an attestation required to ensure that the recipient understands their responsibilities in handling
Budget information? If so, recommend using the Budget information attestation template in Annex 3.

You should also consider what the most appropriate method is to distribute Budget information. Some
tools are more secure than others. The tool you use can also signal to recipients how the Budget
information should be treated. The table below sets out the options available for electronic
transmission:

Degree of Tool Application
security
Most secure CabNet For lodged and considered Budget Cabinet papers and
A minutes — restricted CabNet access only’
CFISnet For Budget guidance, submitted initiatives and other

Budget related submissions — authorised access only.

Secure File Share @ For any file sharing up to RESTRICTED level with
internal and external agencies. Can password protect
links to your files and can make time-limited for additional
security.

v Outlook SEEmail For BUDGET-SENSITIVE information to guard against
accidental sending to non-govt.nz recipients.

Least secure Outlook For IN-CONFIDENCE and UNCLASSIFIED Budget
information — least secure as it can easily be forwarded
on to unintended recipients. Send iManage link rather
than attached copy of document for internal recipients.

For hard copy distribution, BUDGET-SENSITIVE information must be double-enveloped. The outer
envelope should not display the protective marking of the document and it must display the physical
address of the recipient. You may use double enveloping at your discretion for information classified
as IN-CONFIDENCE.

' Access to the Budget paper is restricted to Cabinet Ministers, Cabinet Office, PM’s office, and Policy Advice Group. Cabinet
Office manually gives access to the named Treasury Budget team members. For the minutes, access is initially given to
relevant Minister groups and the relevant agency org admin. After Budget access is widened to Treasury Finance, the
Auditor-General and the relevant portfolio agency.
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3.4 Disposing of Budget information

Most Budget information created or received should be saved into iManage. Staff are encouraged to
digitise paper records that they receive (eg, signed Budget documents) by scanning to the approved
digitisation requirements, outlined in the guidance

Under these, the scan becomes the official version, replacing the paper copy, which may be
destroyed, with some exceptions.

Copies of UNCLASSIFIED and IN-CONFIDENCE information should be disposed of via the secure
destruction bins rather than in general paper recycling.

Copies of BUDGET-SENSITIVE information should be shredded onsite.

For more guidance see Treasury’s Information and Records Management Policy.

3.5 What to do when you think Budget information
might have been compromised

If something is shared or sent to you in error, or you are concerned that someone has accessed
material that they should not have, alert your Manager, the Manager of the Budget Management team
and the Chief Security Officer straight away.

You can also email_to report any incidents.

Visit Security Breaches and Incidents on Huihui for more information about Security Breaches or
Incidents.

If you lose or misplace your Treasury laptop, tablet or mobile phone or you suspect that your device
may have been compromised in any way, report this to the CSS Helpdesk immediately either in

person at the iHub on Level 3, logging a ticket in S@MKIEE emailing *®@ = or
caling ™

4. Where to go for further help?

If you are unsure about how to classify or handle Budget information, please advise your manager or
contact the Information Management team *®®

For further guidance on Information Security please see the following links:
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Annex 1 — Quick Guide: Deciding on the Classification for Budget

Information

Security classification

UNCLASSIFIED

Official information that
does not need a security
classification

IN-CONFIDENCE

Compromise of this
information is likely to
prejudice the
maintenance of law and
order, impede the
effective conduct of
government or adversely
affect the privacy of
New Zealand citizens

BUDGET-SENSITIVE

Compromise of this
information is likely to
damage New Zealand'’s
interests or endanger the
safety of its citizens

Key considerations for Budget information

Release of information would have no policy
and privacy risks or any national security risk.

Documents that do not contribute to Budget
decision-making, or Budget documents that
have previously been published.

Release of information could:

» Breach the confidentiality of advice
tendered by Ministers

¢ Prejudice citizen’s commercial information,
¢ Breach legal professional opinion

¢ Impede the effective conduct of public
affairs through the free and frank
expression of opinion

¢ Prejudice the supply of similar information
again

¢ Impede a Minister, department or
organisation holding the information to
carry out, without prejudice or
disadvantage, commercial activities

Release of information could seriously
damage the economy of NZ by prematurely
disclosing decisions to change or continue
government economic or financial policies
relating to:

e Exchange rates or overseas transactions
¢ Regulation of banking or credit
e Taxation

* The stability, control and adjustment of
prices of goods and service, rents, wages
and salaries and other incomes

e Government borrowing of money

¢ Entering into overseas trade agreements,
Or impede a Minister and/or department to
carry out negotiations
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Examples

e Email on process for
submitting Budget
initiatives

e March Baseline Update
timeline

e Most Budget initiative
templates,
assessments and
correspondence

¢ Most bilateral briefings,
e Draft press releases

e Most individual
volumes of Estimates
and Supplementary
Estimates

e Imprest Supply Bill

e Summary of Initiatives
» Fiscal Strategy Report

¢ Budget Policy
Statement

e Economic and Fiscal
Updates and Forecasts

¢ Debt borrowing profiles
and plans

e Estimates and
Supplementary
Estimates in
aggregate, plus
Finance and Revenue
Vote chapters.

e Appropriation Bills

¢ Cabinet papers

e Budget Guidance

¢ Briefing on Pay Equity
negotiations or

Income-Related Rent
Subsidies
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Annex 2 — Quick Guide: How to create, handle, share and dispose of Budget information

UNCLASSIFIED

IN-CONFIDENCE
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Create Store and Handle
Creating
information Electronic storage
UNCLASSIF ED, UNCLASS FIED
IN-CONFIDENCE « Store in iManage,
BUDGET-SENSITIVE manually change
For Budget note- from IN-CONFIDENCE,
taking and early set to View.
thinking, youmay o Do not use personal
create information USB.
in OneNote, on
paper or on
Outlook.
When thinking tums
into more IN-CONFIDENCE
substantive draft o store in iManage.
e e « Do not use personal
information should e pe
be moved into .
iManage, and
deleted off
OneNote, Outlook
and physical copies
disposed of.

BUDGET-SENSITIVE

« Store in iManage and
manually set to Private
and add people on a
‘need-to-know’ basis.

* Do not use personal
USB.

Physical storage
in the office

UNCLASSIF ED

Should be cleared from
desk at the end of the day
for clean desk purposes,
rather than security
requirements.

IN-CONFIDENCE

* Lock away physical
documents in locker or
credenza overnight AND
when the team is away.

* Lock screens when away
from desk.

* Fine to discuss in open
plan.

* Never leave information
on whiteboards or
documents at the printer.

BUDGET-SENSITIVE

* Lock away physical
documents in locker or
credenza overnight
AND when not in use.

* Lock screens when
away from desk.

« Consider having
sensitive conversations
in a meeting room.

* Never leave information
on whiteboards or
documents at the printer.

Physical storage
out of office

UNCLASSIFIED,
IN-CONFIDENCE
BUDGET-SENSITIVE

« When taking hard copies
of official information to
external meetings,
always carry it in an
opaque folder.

« Refrain from reading
Budget information in
public spaces.

« When you take your
laptop or tablet out of the
office, ensure it is
completely shut down
when not in use.

* Treasury devices should
be kept under direct
supervision when outside
the office. If it is not
practical to do so, they
must be powered off and
stored as securely
as possible.

Share

Deciding on who receives
information

UNCLASSIFIED,
N-CONFIDENCE
BUDGET-SENSITIVE

Regardless of the
classification, only people
with a proven ‘need-to-
know’ should be granted
access to official
information.

You should not give people
access to official
information because it
would be convenient for
them to know, or because
of their status, position,
rank, or level of authorised
access.

Guidance and Attestation

UNCLASSIFIED

IN-CONF DENCE
BUDGET-SENSITIVE
Consider sharing Protective
Security Requirements
(PSR)

Consider whether an
attestation is required to
establish responsibilities
ahead of sharing
information with external
parties.

Electronic and physical
transmission

UNCLASSIFIED

* Only share relevant
sec ions of Budget
information.

* Fine to email — check
sending to correct
addressees. Send link
rather than document for
internals, but fine to send
document to externals.

IN-CONFIDENCE

¢ Only share relevant
sec ions of Budget

Information.
* Fine to email — check
sending to correct

addressees. Send link
rather than document for
internals, but fine to send
document to externals.

* Consider using CFISnet
or Secure File Share.

BUDGET-SENSITIVE

* Only share relevant
sec ions of Budget
information.

* Fine to email using
SEEMail — check
sending to correct
addressees. Send link
rather than document for
internals.

For externals, fine to
send copy with SEEMail.

« Consider using CFISnet
or Secure File Share.

« Hard-copy delivery with
double envelope
(SENSITIVE marking
should not be visible)
and must include
physical address of
recipient.
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Dispose

Disposal

UNCLASSIF ED

« Originals should be
saved into iManage.

« Copies disposed of in
Blue secure file bin.

IN-CONFIDENCE

* Originals should be
saved into iManage.

* Copies disposed of in
Blue secure file bin.

* Originals should be
saved into iManage.

* Copies disposed of using
a shredder.
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Annex 3: Attestation template

CONFIDENTIALITY UNDERTAKING
Budget 20xx: [Role of external party in Budget]

Background

This attestation involves any work the individual named below will undertake to prepare Budget 20xx
in their duties for their employing agency or company.

This may involve / their role may be:

e developing, contributing to, and advising on the Budget content
¢ briefing and liaising with Ministers and the Treasury

e aspects of the design and publications process, for the online and print Budget publications
including speeches and releases

¢ development of the technology infrastructure

o other aspects in supporting the production of the Government Budget and associated products.

Undertaking
By signing below, I:

a) acknowledge the information | will be provided access to by the Treasury regarding my tasks
assisting the preparation and production of the Government Budget and associated documents
is classified BUDGET-SENSITIVE or IN-CONFIDENCE:2 and would ordinarily not be shared
outside of the Treasury; and

b) undertake to not share the information with my home organisation or company (other than
individuals involved in this process who have signed this undertaking) or with any persons who
are not Treasury staff (unless | have the express written consent of the Treasury, or is required
by law); and

c) undertake to keep secure and confidential any information that the Treasury allows me to
access, in line with my company or home organisation’s information security policies; and

d) acknowledge that a breach of this undertaking may result in the Treasury making a formal
complaint to my home organisation, and/or myself and/or my home organisation not being
invited back to the Treasury to contribute to the Budget process in the future.

Signed:

Name:

Company/Home Organisation:

(if you are a contractor, state the name of the organisation you are contracted to)

Date:

2 Most Budget documents will be classified as BUDGET-SENSITIVE or IN-CONFIDENCE and should be protected because

disclosure could seriously damage the economy by prematurely disclosing decisions to change or continue Government
economic or financial policies, and/or impede a Minister and/or department in carrying out negotiations. See Protective
Security Requirements for more information
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